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Abstract

Background:

Recent statistics reveal that 56% of software attacks are caused by insider negligence and 26% are caused
by malicious insiders. They also show that 67% of organizations experience at least 21 incidents per year.
Most of these incidents require significant time and effort to contain them. In this regard, ensuring
compliance with corporate policies, regulations, and industry best practices is paramount.

Purpose: This study investigates software compliance requirements, factors, and policies together with
the challenges they address. By taking a wider perspective, this study aims at bringing an understanding
of existing research foci, evolving issues, and research directions.

Method: The study uses a systematic literature review and keyword analysis, to identify relevant studies
that address the derived research questions. Considering scholarly articles published in the last decade,
4,772 results were retrieved and checked through an initial screening. A thorough screening is then
conducted to further reduce the results to 77 primary articles.

Findings: The requirement on security of end users is gaining more attention. There is an emphasis on
the gap between domain and compliance experts on the one side and software engineers on the other side.
The review also identified 55 factors (and their underlying theories) that impact behavioral compliance
with a majority of them focusing on individuals. Our results also list nineteen policies and compliance
challenges they address. No distinction is found between open-source and proprietary software among the
reviewed studies. The most mentioned policies are security education, training, and awareness (SETA),
compliance automation, and organizational climate. The evolving topics in the field are: theory of
workarounds, compliance and privacy by design, policy as code, security stress, and home-office users.
Implications: The review provides 9 recommendations, comprising practical implications for decision
makers, theoretical implications for future research, and potential enhancement of the underlying theories.

Keywords: Software Compliance, Requirements, Policies, Factors, Impact, Systematic literature Review

1. Introduction

People count on the reliability of software services, as they need to trust critical infrastructure and
complex software solutions [1]. Software disruptions and downtimes cause a significant financial burden
to businesses. A 2016 study by the Ponemon Institute shows that the mean cost of a data center outage is
close to $650,000 [2], let alone reputation and other consequences resulting from such downtimes.
Malicious, non malicious, negligent and compromised users are considered a serious and growing risk, in
that credential theft costs have increased 65% in the last two years, taking huge time and effort to contain
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them [3]. Such challenges can be viewed from both a technological and a human side. While technology
requires continuous monitoring and maintenance to ensure compliance, the human side is considered the
weakest link in the compliance chains [4]. In fact, studies consistently reported that employees are
responsible for over 50% of security breaches [5]-[6]. PricewaterhouseCoopers [7] reported that recovery
from security breaches can take an average of 19 hours; the report revealed that more than 28% of
businesses have no idea about how many attacks they experienced. The report also shows that 48% of
employees lack security awareness and training programs, and 54% of employees reported an absence of
a clear incident response process [7].

Software systems are precious assets to organizations, and ensuring compliance with various
requirements, industry standards, and best practices is a top challenge. The multifaceted set of compliance
sources complicates compliance management. This can be viewed from a perspective of the highly
dynamic nature of technology and related laws that govern the evolution of software on the one hand [8],
and the evolving compliance sources (i.e., regulations, policies, security requirements, best practices) [9]
on the other hand. Technological approaches are not sufficient in securing information systems in
organizations. Studies show that end users generally do not take appropriate actions as prescribed in the
information security policies [10]-[11]. Similarly, developers also lack a sense of responsibility to deliver
beyond just functionality (e.g., implementing privacy by design). While software systems can be either
developed in-house, outsourced to a third party, deployed as a third-party commercial off the shelf, or
provided as cloud-based services [12], it is of highly important to shed the light on requirements, factors,
and policies of software compliance. The aim of this review is to provide an understanding on existing
research focus, evolving topics and potential research directions on software compliance requirements,
impacting factors and policies needed.

Existing reviews focus primarily on a certain industry or a specific aspect of compliance. No prior
review work investigated the state-of-the-art compliance requirements, factors, and policies that impact
different aspects in software compliance in a wider perspective. The relevance of this study comes from
the growing concerns for software and information security and insider threats, in addition to the diversity
of compliance sources and requirements. In this regard, bringing an understanding on existing research
focuses and on evolving issues and directions is worth investigating.

In detail, this review aims at answering three research questions, which have been formulated and
confirmed by analyzing existing review literature [5], [8], [9], [13]-[18]. The result of the analysis, which
is shown in Table 1, depicts the lack of research on software compliance requirements, software
compliance factors, and policies. The research questions are:

e RQI1: What are the software compliance requirements with respect to different industries and

user contexts? (Section 4.2);

e RQ2: What are the factors that impact software compliance and which aspects of compliance are

impacted? (Section 4.3);

e RQ3: What are the existing software compliance policies and which compliance challenges do

they tend to address? (Section 4.4)

A systematic literature review (SLR) of Kitchenham et al. [19] is adapted to collect evidence for
answering the research questions. The SLR is selected as an appropriate method for conducting this
research, because it provides an explicit and replicable way for identifying and synthesizing the existing
body of knowledge while minimizing bias and information overload. Furthermore, the aforementioned
method is considered more suitable for reviewing software related research. For this, we systematically
searched the scholarly databases to retrieve relevant research articles. In parallel, an initial screening is
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conducted as a first level of eliminating irrelevant articles, reducing the number of articles to 484.
Followed by a thorough screening and applying a set of criteria for inclusion and exclusion, 77 most
relevant and influential articles have been identified.

Studying these 77 primary articles, 14 compliance requirements were identified. Among these,
security and legal issues are highly discussed in the context of end users and software engineers.
Furthermore, 19 policies were found and, based on them, compliance challenges that the policies address
were listed. The results showed that, since most compliance violations and security breaches happen due
to human behavior, security awareness is found critical to addressing many compliance challenges. Other
highly discussed policies are automated management of compliance, enhancement of organizational
climate, as well as development of deterrence instruments. The review also identified 55 factors that have
an impact on different aspects of information systems policies compliance. The majority of these factors
focus on individual aspects followed by organizational and cultural aspects. The study further delivers
theoretical and practical implications, and proposes directions for potential areas for research.

The remainder of this paper is structured as follows: Section 2 provides an overview of related
review papers and discusses them. Section 3 describes the methodology and the review process. Section 4
discusses the analysis of results and corresponding research questions. Section 5 elaborates on key
highlights of the review and presents implications. Section 6 summarizes the key highlights, limitations
and future directions.

2. Related Work on Software Compliance

Several review articles related to the research objective have been identified. Their studies focus primarily
on a certain industry or a specific aspect of compliance. Based on their research focus, we summarize
them into five categories: information security (IS), theoretical foundation of IS, insiders’ behavior,
factors in a specific industry, and bring your own device (BYOD). The common denominator among
these reviews is security compliance and human subject. The human subject is considered more
complicated than technological ones [4], more attention is paid to studying issues related to human
behavior. Therefore, the focus of these categories in review literature represents the importance of these
topics in the field of software compliance.

2.1. Information Security

Cram et al. [8] investigated organizational information security policies and synthesized a framework
consisting of five sets of relationships. These relationships focus on the design and implementation of
policies, the influence of security policies on the organization and employees, the influence of the
organization and individual factors on policy compliance, the impact of policy compliance on
organizational objectives, and changes of policy design. Another study by Balozian and Leidner [5]
focuses on compliance of insiders with information systems’ policies. They developed four themes to
establish the building blocks of an indigenous information systems security theory. These themes consist
of a philosophy of information security management, procedural countermeasures, technical
countermeasures, and environmental countermeasures.

2.2. Theoretical Foundation for Information Security
Other review works pay more attention to applications of theories in the field of information systems
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security compliance. Trang and Brendel [9] examine the applicability of deterrence theory in information
security policy compliance research. They conclude that sanctions have an overall impact on deviant
behavior in information security policy, and deterrence theory provides a better prediction of deviant
behavior in malicious contexts, cultures with a high degree of power distance, and cultures with a high
uncertainty avoidance. Prior to that, D’ Arcy and Herath [14] attempted to study the discrepant findings in
the information systems (IS) deterrence literature. Their study clarifies that scientific knowledge about
deterrence theory in the IS security realm remains incomplete. They also show inconsistency and, in some
cases, contradictory findings of deterrence theory in IS security, concluding that policies and procedures
can be guided more by faith than facts.

2.3. Information Security Insider Behavior

Ali et al. [13] investigate information security policy compliance and information security behavior,
aiming at identifying the behavioral transformation process from noncompliance to compliance. They
find that there is more focus on compliance behaviors than noncompliance behaviors. Their study also
finds that value conflicts, security-related stress, and neutralization are significant towards
noncompliance, while internal/external and protection motivations have a positive and significant effect
towards compliance behaviors. Ali et al. [13] conclude that deterrence techniques, management
behaviors, culture, and information security awareness, play a vital role in transforming employees’
behavior from noncompliance to compliance. Similarly, Tsohou and Holtkamp [17] survey the
competencies associated with users’ information security policy compliance behavior. Their study
identifies a set of competencies associated with information security policy compliance and provides
evidence on the lack of attention in information security responsibilities.

2.4. Compliance Factors in Specific Industries

Another set of review articles focuses only on a certain industry or on a specific context. Zandesh et al.
[18] study the factors of a proper legal framework for healthcare systems in the cloud. Their study
developed a framework that should be considered by the healthcare industry before transitioning to the
cloud. The framework consists of five pillars, these are: compliance, data protection, identity credential
access management, owriership, and quality of service. Similarly, but in different sectors, Hina and
Dominic [15] study information security policies’ compliance in higher education institutions. They
develop insight from theories and a set of factors that significantly contribute to information security
policy compliance. Their study concluded that awareness of information security policy compliance and
follow-up procedures is the first and foremost step in achieving better information systems security. They
also find that ‘end users are usually unaware of response efficacy and therefore remain victims of
malicious attacks most of the time. Hina and Dominic [15] argue that employees in higher education
institutions are the least concerned, motivated, and aware of the potential threats that can harm their
personal and work computing environment.

2.5. Bring Your Own Device (BYOD)

Finally, to assess compliance challenges and security risks associated with bring-your-own-device
(BYOD) policies to workplaces, Palanisamy et al. [16] investigate security risks, challenges posed by
employees’ security policy noncompliance behavior and strategies to mitigate risks resulting from
BYOD. The study found that there is a lack of focus on social factors within organizations on such
policies. Moreover, the social surroundings can influence employees’ decisions with security compliance
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behavior. Palanisamy et al. [16] also conclude that there is a lack of research on security policy
compliance and policy effectiveness in BYOD.

2.6. Comparison

While existing review papers address a specific aspect of compliance such as security policy or insiders’
behavior; or focus on a certain context or theories (Table.1), no prior review investigated the state-of-the-
art literature on software compliance and examines requirements, policies, and factors and their impact on
different facets of compliance regardless of the context or industry.

Table.1. Summary of existing review studies

Specific
Compliance Requirement Specific .
Sy AEal Requirements | on Information | Industry vl | IFeis | el
Security
Cramet al. [8] Organizational 1S v
. Indigenous IS

E:ilgﬁ;n[s] & security theory v v

(Insider behavior)
Trang and
Brendel [9] Deterrence theory v v
D’Arcy and
Herath [14] Deterrence theory v

Behavioral

Ali etal. [13] transformation v v

(Insider behavior)

Security

ch;?lfaump [1;1?d c_ompliance_ v

(Insider behavior)
Zandesh et al. | Healthecare in the v
[18] cloud
Hina and | Higher education v v
Dominic [15] institutions
Palanisamy et
al. [16] BYOD v

Requirements,

This Study Policies and v v v

Impacting Factors

While prior review works deliver valuable insights on focused topics in information security,
theory applications, behavioral issues, context specific; there is a lack of review work that provides
broader analysis of compliance requirements and their corresponding stakeholders and industries; policies
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and challenges they address; and impacting factors along with their scope of impact. Having such an
investigation can bring an understanding of existing research focus, theories being used, evolving
concepts and potential research directions. Accordingly, after analyzing the existing reviews shown in
Table. 1, the study derives the three research questions (RQ1, RQ2, and RQ3), as mentioned in the
introduction.

3. Methodology

We adapted the method of Kitchenham et al. [19] for conducting the systematic literature review. The
method of Kitchenham et al. [19] uses evidence-based thinking for identifying and synthesizing the
existing body of knowledge. It provides guidance that helps identifying, analyzing, and reporting relevant
studies in an objective and replicable way. Our review protocol has been designed accordingly and is
elaborated on in this section. Fig. 1. shows the steps followed to execute this study.

Firstly (Step 1), we set the objective of the review. Based on that, a set of keywords were used to
formulate search queries (Step 2). The queries are then executed to retrieve only review articles (Step 3),
which are relevant to the objectives of our study. It contributes to-establishing a foundational background
and link related findings, ensuring that the research questions to be developed have not been addressed in
existing research. After analyzing the collected review articles (Step 4), we derived the research questions
and improved keyword sets (Step 5). The results of these five steps were shown in Section 2 of this study.

1. Setup Review | | 2. Develop a Set of 3. Search and Retrieve 4. Analyze __,| 3. Derive Research
Objectives Keywords Review Articles Review Articles Questions
6. Search Scholarly
Deinbases 8. Apply Inclusion ! 9. Extract and 10. Analyze and
¥ T - iy < O e = A A
3 o md Exclusion Criteria | Document Findings Synthesize Results
7. Perform Initial
Screening

Fig. 1. Steps Followed to Conduct the Review

In the next step (Step 6 of Fig.1; Step 1 of Fig. 2), we execute the search query in scholarly
databases to collect primary studies. The search terms used to retrieve the primary studies are: (“'software
compliance™) OR ("compliance of software™) OR (compliance AND “information systems”) OR
(compliance AND "distributed systems™) OR (compliance AND "software systems™) OR (compliance AND
"service-oriented systems"). These search terms cover various alternative names of a software besides
having the asterisk symbol in (*compliance) and (system*) retrieves articles that discuss compliance as
well as noncompliance, and likewise for systems. We believe that the above mentioned terms are
sufficient enough for representing the topic. The search query is customized according to the syntax of the
corresponding scholarly databases, in order to retrieve as many results as possible and eliminate chances
of missing relevant articles. The table in Appendix A shows the scholarly databases and their
correspondent queries executed. The selected databases are Google Scholar, Web of Science,
ScienceDirect, Scopus, ACM Digital Library, and IEEE Xplore. A detailed explanation of this step is
shown in Fig.2 (Steps 1 to 3) with the number of results retrieved. The reduction from 8,203 articles to
4,772 is due to considering the publication period (2011-2021), as specified in the inclusion criteria as
well. For this, Zotero version 5 has been used as a referencing tool for managing, and organizing the
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references of the retrieved studies. This Step 6 goes in parallel with performing an initial screening of the
results (Step 7 of Fig.1; Step 4 of Fig.2), in which titles and abstracts are checked with respect to their
relevance to the review questions. The initial screening reduces the number of articles to 637. After
removing duplicate articles, the total number of articles is reduced to 484 (Step 5 of Fig.2).

After finishing the initial screening, we applied a more rigid set of inclusion and exclusion criteria
(Step 8), to further reduce the number of studies to a focused, highly relevant, and manageable amount of
primary studies (Step 8 of Fig.1; Step 6 of Fig.2). The following inclusion and exclusion criteria have
been used to achieve that all relevant software compliance studies are found:

e Inclusion criteria:

e Research articles published in international peer reviewed outlets. This is to ensure the
scientific quality of primary studies.

e Full research work is considered, such that the contribution is clearly tested and
evaluated.

e Published between 2011 to 2021. This publication period has been set to the last 10 years
only, acknowledging the high dynamicity of software technologies. Considering the most
recent studies is crucial to bring more focus on contemporary settings.

e Relevant to the objective of the study. In other words, the study discusses at least one of
the research questions in order to be eligible for selection.

e Conference articles between 2011 and 2016 that have more than or equal to 30 citations
in Google Scholar. We set this threshold for conference publications, in order to, on the
one hand, reduce the number of retrieved studies within that period and, on the other
hand, to pay attention to the most influential articles during that period. As described in
Section 4.1 and the figure in Appendix E, this threshold of 30 citations is appropriate.

e Exclusion criteria:

e Studies in which “Software Compliance” has only marginal relevance, not a focal point
of discussion. In-other words, if the main objective of a primary study is not on
compliance of E-type software, the study is excluded.

e Non-English articles due to limitation of accessing and interpreting scholarly articles
written in languages other than English.

e Reports, book chapters (however, if the book chapters were conference contributions,
they-are included in the analysis), presentation materials, posters. We exclude these,
because they usually tend to cover early results, to summarize research work, and some
of them do not go through the scientific review process.

e Conference articles between 2011 and 2016 that have a number of citations less than 30
in Google Scholar. Since articles published in that period are slightly older, we consider
the number of citations as a metric that represents how influential an article is. This
threshold of 30 citations is appropriate, as described in Section 4.1 and Appendix E.

The result of applying the inclusion and exclusion criteria are 77 research articles (primary
studies). Following that, the data extraction is performed (Step 9 of Fig.1), in which Microsoft Excel has
been used. Finally, for analysis (Step 10 of Fig.1); we used keyword co-occurrence, bubble plot mapping,
content aggregation and vote counting technique, for which VosViewer and Microsoft Excel have been
used. These steps provide a rigorous method for reproducing the literature review, while thoroughly
laying the foundation for addressing the three RQs.
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Fig. 2. Steps Executed for Reduction and Selection of Relevant Articles for the Review

4. Analysis of Results

4.1 Descriptive Analysis

We generated a keyword co-occurrence of the selected 77 articles using VOSViewer (version 1.6) to
analyze top keywords and clusters discussed in the field. The threshold of keyword co-occurrence is set to
a minimum number of occurrences at least twice. The co-occurrence refers to the words that are
mentioned by more than one article’s keyword list. In our selected articles, VOSViewer identified 42
keywords that appeared at least two times in the keyword list, forming 6 clusters (Fig. 3) generated based
on the built-in clustering technique developed by Van Eck and Waltman [20]. The topics of each cluster is
indicated in the legend of Fig.3.

prner s detageate husary
sy
Dlodghen
informationgeenrity policy
®n Wvacy -

picy caratance g noveTmgHance

DU NS
Py
sell-gliicacy SO coptihon
clowd cigippdii
. securniipalcies w’: -
informange s\_w.v COI‘MQ
ceganzanondrommemont (s s@0ur ohcy b.
respooe Ty - ~ @ whware §hmecture sTaripecs
indormastion securipolicy compliance ® © cloud @curty
p«-')‘(_"l( an OGIVELION Theory ruriime
benavioraireentions sty @ OTPter @chnRcuR
theory of plageed behavwor
I Cloud and Privacy B software Architecture - Security and Deterrence
B Security and Response Efficacy | - Behavioral Theories P Self-Efficacy and Compliance

Fig. 3. VOSViewer Analysis of Keyword Co-occurrence

In addition to co-occurrence of keywords, the analysis also shows the total link strength of these
keywords. The total link strength represents the number of articles in which two keywords occur together
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[20]. The following are the top 10 co-occurred keywords and their total link strength shown in Fig. 4.:
Compliance, Software, Information Security Policy, Self-Efficacy, Cloud Computing, Privacy, Standards,
Software Architecture, Protection Motivation Theory, and Attitude. The high occurrence and strong

linkage of these keywords indicates the importance of these topics in the context of software compliance.
45
40
35
30
25
20
15
10

® Occurrence ™ Total Link Strength
Fig. 4. Top 10 Co-occurred Keywords and their Total Link Strength

The table in Appendix B shows the publishers and the number of primary studies for the different
publication types. Overall, there have been 60 journal articles, 14 conference papers, and 3 workshop
papers. The distribution of articles based on the country of the study is shown in the figure in Appendix
C. While 29 articles do not specify the countries in which the studies have been conducted, the remaining
38 articles state the countries of their studies. The colored legends in the map show the number of articles
with regard to respective countries. For example, the dark blue legend represents countries with 8
publications, the United States is on the top of the list followed by China, Canada, and Malaysia. While
most of the primary studies are conducted in a single context, several studies consider more than one. The
studies, which are conducted in more than one context are: Guhr et al. [4], Castellanos-Ardila et al. [21],
Mafiez-Carvajal et al. [22], Diamantopoulou & Mouratidis [23], Granlund et al. [24], Karjalainen et al.
[25]. The distribution of the number of articles according to their year of publication is depicted in the
figure in Appendix D, demonstrating that the interest in the topic is still increasing during the past 5
years. The low number of publications for the year 2021 could be the result of delayed availability of
publications. The figure in Appendix E shows that the threshold of 30 citations for conference
publications for the years 2011 to 2016 is appropriate, as the linear regression (y = - 8.0766 x + 16334) on
the years 2017 to 2021 results in an estimated number of citations of 51.6 for the year 2016. A value way
higher than the threshold of 30 citations that has been applied to conference publications.

4.2. Compliance Requirements and their Respective Industries and User Contexts
With regard to research question RQ1 (What are the software compliance requirements with respect to

different industries and user contexts?), our review analyzed these requirements at a categorical level
using bubble plots to simplify the mapping of requirements and their corresponding industries and user
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contexts. The compliance requirements are derived based on the statements made in the primary studies
with respect to their foci and the aspects of compliance that they intend to address. The analysis shows
that the security requirement is the most discussed issue in many industries including healthcare [26]—
[31], finance [32]-[37], education [35], [38]-[41], software [12], [42]-[44], government [34], [45], [46],
energy [47], [48], IT [34], [35], manufacturing [34], retail [35], and cloud services [49].

The second most discussed topic are legal requirements in the field of healthcare [24], [50]-[53],
software [54], finance [52] cloud [55] and telecommunications [56]. Privacy requirements are addressed
in industries including healthcare [23], [57], [58], software [59], [60], government [23], and cloud
services [57]. Licensing is highly connected to the software industry [61]-[63]; while auditing is
discussed in financial [37], [64] and healthcare [27] sectors. Safety is discussed in the context of the
aviation [21], [66] and automobile [67], [68] industry. Accessibility is discussed in government [69],
healthcare [70] and education [22] sectors. Fig. 5 depicts the industries and their corresponding
compliance requirements.

Accessibility | @& 1 1 |
Architecture 1 ‘ 1 1
Auditing ‘ 2 | @ ‘
Business Process i ‘ 1
Continuous Delivery " 1
Licensing ‘ ‘ ] 3
Privacy D | D |48 2 1
Quality of Service ‘ 3 4]
Law ® | 1 5 ® | @
Safety| (2 2 \ " ;
Security » (5 @0 @ o o @& 6 1
Transparency ‘ 1 '
Trust \ 1
Usability ! 1
= 5§ IN\M5E = £ & E ® 3 ® =& = § 3
g = 8 =] T = g £ = T - % b =
E BYN S &5 & E 2 g € £ 8 & 5 3
= < - = [¥]
g % 2 £ 0§ 3 £ % 5 2 4
2 = g T 2 E = B
s @
3 & 8 =
o 3
K =

Fig. 5. Distribution of Selected Studies Based on Industry and Compliance Requirements

The analysis shows that different requirements could represent different levels of importance to
the corresponding industry. Nevertheless, security is a critical requirement for most industries. Software
compliance is less of an issue for business processes, continuous delivery, quality of service, trust and
transparency. With regard to different industries, manufacturing, retail and textile are found to be the most
indifferent to compliance.

Regarding compliance requirements and their associated types of users, most studies deal with
issues related to security compliance of end users [4], [25]-[35], [38]-[41], [45], [46], [46]-[49], [71]-
[80]. End users are also associated with other requirements including privacy [23], [58], [81], accessibility
[22], [69], [70], usability [82] and licensing [62].

Developers are the second highly discussed, and they are concerned more with security [12], [36],
[43], [44], legal requirements [51], [52], [54], [56], safety requirements [21], [66]-[68], licensing [61],
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[63], software architecture [83], [84], privacy [57], transparency and trust [85].

Managers, auditors and architects are discussed less compared to end users and developers.
Managers are discussed in relation to security requirements [86]-[88] and legal requirements [56].
Auditors are also addressed in the context of security [37], [42] and auditing [37], [64]. Software
architects are discussed in relation to architecture [83], [84], auditing [64] and privacy requirements [59].
The analysis also shows other stakeholders that are discussed however, to a very less extent, see Fig. 6.

Accessibility
Architecture| (@ ) ® | 1
Auditing| 4 23 1 |
Business Process 1
Continuous Delivery 1
Licensing 7
Privacy| @ 1 3 1
Quality of Service 1
Legal @ o | YR | o
Safety WY o ' 1
Security @ @ 30 | 2 3 1 2
Transparency 3 !
Trust 1
Usability

Architects
Auditors
Developers
Domain Experts
End Users| g
IS professionals
Legal Experts
Managers
Safety Engineers
Service Provider
Not Specified

Requirement Engineers

Fig. 6. Distribution of Studies Based on Type of Users and Compliance Requirements

Based on the reviewed articles, the analysis reveals a high concern regarding end user security
compared to other stakeholders. Most requirements were addressed to end users and developers who are
in the forefront of developing or using a software system. The least paid attention stakeholders are the
domain and legal experts, and safety engineers.

4.3. Factors Impacting Software Compliance

Before discussing the impacting factors, it is crucial to deliver an overview on the foundational theories
and concepts used by the selected studies, as shown in Fig. 7. The theory of planned behavior is on top of
the list followed by deterrence and protection motivation theories. Other concepts and theories, which are
discussed at least twice include: requirement engineering [24], [50], [52], [54], [56], [65]-[67], [89].
privacy-by-design [23], [59], [60], [81], rational choice theory [31], [32], [79], [88], social bond theory
[26], [45], [47], [87], ontology [12], [55], [58], design principles [22], [70], neutralization theory [38],
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[90], organizational climate theory [26], [88], theory of workarounds [82], [91], and compliance-by-
design [21], [64]. The table in Appendix F lists the theories, the references to those theories, and the
primary studies using them.

There are also other theories used by the primary studies. However, they seem applicable to a less
extent as they have been used only once in the primary studies. The references for these theories are also
listed in the table in Appendix F. The primary studies using them are: affective events [77], reasoned
actions and cognitive evaluation [92], cognitive moral development [31], technostress, moral
disengagement, and coping [73], discourse analysis [28], ethical decision making [38], ethical work
climate and expected utility [63], expectancy [72], information system security [71], mangle of practices
[80], reactance [78], regulatory compliance [69], self-determination [34], social exchange (guanxi) and
technology threat avoidance [76], social learning [93], unified model of information security policy
compliance [74], upper echelon [30], value neutrality [25], value-based compliance [29], and work
system theory [82].

It is important to highlight the aforementioned theories and concepts used by the primary studies
as they constitute a foundational understanding of the software compliance domain, based on the
identified studies. In other words, theories and concepts provide a deeper explanation and interpretation of
the factors being identified in our review which, in turn, allows for a better control of these factors when
it comes to policy design.

Compliance-by-Design
Theory of Workarounds
Organizational Climate Theory
Neutralization Theory

Design Principles

Ontology

Social Bond Theory

Rational Choice Theory
Privacy-by-Design
Requirement Engineering
Protection Motivation Theory
Deterrence Theory

Theory of Planned Behavoir

]
I
)
\

o

2 4 6 8 10
Fig. 7. Foundational Concepts and Theories Discussed Most by Selected Studies
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To answer the research question RQ2 (What are the factors that impact software compliance, and
which aspects of compliance are impacted?), our review, which is inspired by the theory of planned
behavior [94], finds that the identified factors from the primary studies are mainly impacting three
behavioral aspects: compliance attitude, compliance intention, and compliance behavior. Although the
attitude and intention can be good predictors of the behavior, they may not necessarily result in the actual
compliance behavior [95]. Based on that, these three aspects were used to group the number of research
articles, which study the impact of a factor on these aspects. Additionally, we present the scope of impact
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(i.e., individual, organizational, or cultural) for each factor, to provide a further understanding of the
context, in which those factors impact. In order to simplify the representation, our review uses a vote
counting approach for synthesizing and presenting the results [19].
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Fig. 8. Scopes and degree of impact of the identified factors
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Fig. 8 presents a high-level overview of the scopes (i.e., individual, cultural and organizational)
and degree of impact for all three aspects (i.e., compliance attitude, compliance intention, and compliance
behavior). The figure shows that attitude towards compliance is impacted more by cultural factors, which
indicates that attention should be paid to address cultural factors due to their contribution towards shaping
the compliance attitude. Organizational factors seem to have a lesser impact on compliance attitudes
compared to cultural ones. The compliance intention and the compliance behavior are impacted more by
individual factors, while the organizational factors come second.

We identified 66 factors, which the primary studies empirically investigated. Among those, 11
factors (gender, fear, perceived behavioral control, social pressure, technical countermeasures,
passive/avoidant leadership, transactional leadership, differential reinforcement, detection probability,
information security policy, perceived effectiveness of measures) were reported to have insignificant
impact on the compliance aspects and, therefore, were excluded in our analysis. The remaining 55 factors
were reported in the primary studies to have a positive or a negative impact (Table.2). In the following
subsections, we discuss these factors in detail.

Table 2. Factors impacting different aspects of compliance and their respective scope of impact
+ positive impact, - negative impact, @ insignificant impact. The number of occurrences indicates the number of
studies saying so.

Scope of Impact Impacted Aspects

i FeElEE Baseltieary Compliance |Compliance|Compliance

Individual |Cultural|Organizational Attitude | Intention | Behavior

1 | Abusive Supervision v +
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2 | Punishment Deterrence ++++ +
3 | Rewards Compliance +00
4 | Certainty of Control Deterrence +
5 | Security-Related Stress | Technostress -
. Moral
6 - -
Moral Disengagement Disengagement
7 | Top Management Organizational +
Support and Beliefs Climate
8 | Cost-Benefit Analysis | Rational choice -
9 | Sanctions Deterrence @ ++
. Protection +++++
10 :
Self-Efficacy Motivation +0 T
11 | Descriptive Norms Social Norms + +
Differential . .
12 -
Association Social Learning
13 | Imitation Social Learning -
14 | Moral Norms Planned Behavior +
15 | Security Valence Expectancy +
16 | Security Expectancy +
Instrumentality
17 | Security Expectancy | Expectancy +
18 | Transformational Full- range +
Leadership Leadership
Procedural Intellectual
19 Countermeasures capital cyber *
security
20 | Socio-Cultural Information +
Environment Systems Security
21 | Neutralization Neutralization --
Attitude Towards . 4+ 4
22
Compliance Planned Behavior s +++
23 | Normative Beliefs Planned Behavior + +
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. Protection
24
Response Efficacy Motivation +++0 Q0 +
Perception of . .
25
Compliance Benefits Rational Choice * *
26 | Perception of Rational Choice --@ --@
Compliance Cost
27 | Perception of Rational Choice + +
Noncompliance Costs
28 | Attachment Social Bond +
29 | Commitment Social Bond + +
30 | Involvement Social Bond +
31 | Personal Norms Planned Behavior +
32 | Perceived Trust +
Compliance .
33
Behavioral Beliefs Planned Behavior e
34 | Compliance Social cognitive +
Knowledge g
35 | Subjective Norms Planned Behavior +++ 0 +
. Cognitive moral
36
Religion development *
. . Protection
37
Personality Traits Motivation +
38 Gener_al Information N
Security
Technology
39
Awareness *2
40 | Negative Affective Affective flow .o
Flow
Perceived Severity of | Protection
41
Threat Motivation t+0 *
Perceived Protection
42
Vulnerability Motivation e *
43 | Personal Capabilities | Planned Behavior +
44 | Locus of Control Social Cognitive +
45 | social Norms Social Norms +
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46 Information Security Or_ganizational v +
Climate Climate
Information Security
47
Training v *
48 | Compliance Intention | Planned Behavior v +
49 Perceiv_ed Digit_al Orggnizational v +
Mutualism Justice Justice
Perceived Freedom
50 -
Threat Reactance v
Perceived
51
Responsibility v *
52 | Work Impediment v -
Supervisor- .
53
Subordinate Guanxi Social exchange v *
. Protection
54
Perceived Threat Motivation v + 1%}
35 | Ethics v +

4.3.1. Factors Influencing Compliance Attitude

Based on the 77 reviewed papers, the attitude towards compliance is influenced by several factors:
personal norms; ethics; descriptive, social, and subjective norms; and sanctions. We discuss these in detail
based on their scope of impact: individual, cultural and organizational. The low number of articles and
factors that impact the attitude towards compliance indicate that further research can look into other
aspects and factors that shape and influence compliance attitude.

4.3.1.1. Individual

Personal norms and ethics are critical to shaping the compliance attitude. Personal Norms, which refer to
values an individual has, can provide a moral obligation of oneself towards compliance [41]. Ethics also
act as a guidance and moral principles and therefore influences to a great extent the attitude towards
compliance [62].

4.3.1.2. Cultural

Descriptive, social and subjective norms contribute to the attitude towards compliance. Descriptive Norms
motivate the compliance attitude based on one’s perception that other people are complying [41]. The
same goes for Social Norms, which are informal rules guiding a certain behavior and influences the
attitude. Subjective Norms, which represent the likelihood that significant others (i.e., friends, colleagues,
surrounding people) approve a certain behavior, can play a critical role in the development of compliance
attitude [41].

4.3.1.3. Organizational
Sanctions, whether organizational or legal, can help direct the attitude towards compliance in a positive
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way. They refer to the consequences that employees believe to result when failing to comply with
policies[62].

4.3.2. Factors Influencing Compliance Intention:

Based on the reviewed papers, there is more attention paid to compliance intention than other aspects of
compliance. The factors impacting the intention are: security-related stress, moral disengagement, self-
efficacy, security valence, security instrumentality, security expectancy, neutralization, attitude towards
compliance, response efficacy, perception of compliance benefits, perception of compliance cost,
perception of noncompliance costs, attachment, commitment, involvement, personal norms, compliance
behavioral beliefs, compliance knowledge, perceived severity of thread, and perceived vulnerability,
locus of control, perceived digital mutualism justice, perceived responsibility, perceived threat,
descriptive norms, socio-cultural environment, normative beliefs, and subjective norms, abusive
supervision, punishment, rewards, certainty of control, transformational leadership, and procedural
countermeasures. The behavioral intention of compliance is well explored in the literature from an
individual perspective. However, from a cultural and organizational perspective, further confirmation of
some factors is needed to strengthen the findings and enhance the likelihood of generalization.

4.3.2.1. Individual
Self-Efficacy, which is the confidence in one's capacity to control, has a positive and significant impact on
compliance intention [34], [39], [40], [86], [87], [92]. Similarly, Response Efficacy, which refers to the
perceived effectiveness of responses to incidents; is reported by three studies to have a positive impact
[78], [86], [90]. However, Siponen et al. [92] and Hina et al. [40] reported an insignificant impact of
response efficacy on compliance intention, justifying that by the lack of users’ involvement in
formulating security policies.

Security Valence and Security Instrumentality positively influence compliance intention [72].
While security valence reflects an insider’s preference [96] and perception of how attractive policies are,
security instrumentality is the perception of how securing user’s information can protect an organization
from potential threats [72]. The same study by Burns et al. [72] reported that Security Expectancy, that is
the perception of one’s effort to carry out protective behaviors, positively impacts compliance intention.

Attachment to organizational peers, Commitment to its goals, and Involvement in organizational
activities can enhance the social bond of an individual and positively impact the intention to comply [47].

Availability of Compliance Knowledge is crucial to users’ perception of compliance related issues
[48], since it contributes to enhancing their intention to comply. These include: Perception of Compliance
Benefits and Noncompliance Costs [90], Perceived Threat [78], Perceived Severity of Thread [40], [92],
Perceived Vulnerability [40], [86], [92], Perceived Responsibility [34], and Perceived Digital Mutualism
Justice [78]. Developing such a perception requires organizations to invest in training and awareness
programs [48].

Locus of Control, which represents users’ ability to control the events that affect them, empowers
individuals to take responsibility for their actions and, therefore, enhances their intention to comply [87].

Personal Norms can provide guidance of one’s beliefs and intentions towards organizational
policy compliance. They constitute an individual's values and views; thus, they significantly contribute to
one’s intention to comply [47].

Attitude Towards Compliance is strongly confirmed by several studies to positively impact
intention to comply [26], [40], [41], [63], [86], [87], [90], [92]. This indicates that addressing various
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aspects that shape compliance attitudes improves the overall compliance. Although behavioral beliefs in
the theory of planned behavior impacts the attitude [94], Compliance Behavioral Beliefs were reported to
positively impact the intention to comply [48], [92].

Security-Related Stress refers to the stress caused by demand imposed by security requirements
[73]. The concept is mainly derived from Ragu-Nathan et al. [97] technostress. The security-related stress
can lead to Moral Disengagement from appropriate behavior to cope with such stress. As a result both
contribute to negatively impact the intention to comply [73].

Neutralization refers to the justification of deviant behavior to substitute the feeling of guilt
associated with that behavior using neutralization strategies. These include denial of injury, loyalty,
condemnation of condemners, metaphor of the ledger, necessity, and defense of ubiquity [98].
Rationalization of noncompliant behavior can encourage more violation of policies and thus negatively
impact the compliance intention [38].

Perception of Compliance Costs, which is the time and efforts needed for compliance, can be
seen as a burden to productivity and, therefore, negatively influences compliance intention [39], [90].
However, Ifinedo [86] reported an insignificant impact with a justification that it all depends on one’s
cost-benefit perception of compliance rather than on compliance cost alone.

Perceived Freedom Threat, which concerns limiting a user’s freedom to choose actions related to
their own device. This can have negative consequences on their intention to comply since they expect no
restriction or control on their own devices [78].

Work Impediment refers to constraints or interferences in the way towards task completion.
Examples are redundant workflows or excessive security procedures. This can be cumbersome and
consumes time, which in turn motivates bypassing policies and working around prescribed workflows;
thus, it negatively impacts one’s intention to comply [34].

4.3.2.2. Cultural

Descriptive Norms represent how people typically act or think towards a certain behavior [99]. In a
relatively similar concept, Normative Beliefs indicate the extent at which important surrounding members
think of what should or should not be done towards a certain behavior [100]. Both descriptive norms and
normative beliefs positively contribute to impacting intention to comply [39], [90].

Subjective Norms, which indicate the extent to which the majority of members approve a certain
behavior, have a strong positive impact on compliance intention [63], [86], [87]. However, Hina et al.
[40] found an insignificant impact of subjective norms on the intention to comply. Their study justifies
such a finding with the possibility that a certain behavior might not be influenced by peers if the culture
of that behavior is not well established.

Establishment of a Socio-Cultural Environment can help in developing a culture of compliance
through influencing habits and organizational citizenship in the long run and, in turn, positively impact
compliance intention [71].

4.3.2.3. Organizational

Abusive Supervision can create a negative attitude and resistance to compliance [75]. However, it was
reported to be effective for building a commitment towards organizational policies, and as a result
mitigate intention to violate [75]. Generally, leadership plays an important role in incentivizing
compliance. A particular type is Transformational Leadership which stimulates employees to put their
organizational interests ahead of their own interest. It goes beyond achieving performance to optimize the
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overall development and innovation of an individual, group and organization. This can have a strong and
a positive impact on employees’ intention to comply [4].

Procedural Countermeasures including development of policies and awareness programs can
play an extrinsic role in guiding the intention towards compliance. Technical countermeasures themselves
are not sufficient, since human behavior is unpredictable [71].

Punishment and Rewards have an interplay effect on their impact towards compliance intention,
and both were reported by primary studies to have a positive impact [30], [33], [45]. However, Siponen et
al. [92] reported an insignificant impact of rewards on the intention to comply. The study justifies that
some organizations do not give rewards for complying with policies, because employees are required to
comply [92]. Additionally, based on a study in an education institution by Bansal et al. [38], gender can
play a role in intention to noncompliance. However, the significance of that role depends on
neutralization techniques used to justify the noncompliance in a specific context.

Certainty of Control refers to the likelihood of enforcement strategy of policies. This can trigger a
signal to employees that their activities are being monitored, evaluated, and punished for noncompliance
to policies. Accordingly, their intention to comply increases [33].

4.3.3. Factors Influencing Compliance Behavior

Compliance behavior is well investigated among the selected studies, identifying many factors at different
scopes, these are: cost-benefit analysis, self-efficacy, imitations, attitude towards compliance, response
efficacy, perception of compliance benefits and costs, perception of noncompliance costs, perceived trust,
religion/morality, personality traits, general information security, negative affective flow, perceived
severity of threat, perceived vulnerability, personal capabilities, compliance intention, descriptive norms,
differential association, moral norms, normative beliefs, subjective norms, social norms, punishment, top
management support and beliefs, sanctions, technology awareness, information security climate,
information security training, supervisor-subordinate guanxi, organizational commitment. While well
investigated, further confirmation of some factors is needed to strengthen the findings and enhance the
likelihood of validity and generalization.

4.3.3.1. Individual

Self-Efficacy strongly and positively motivates compliance behavior of an individual [27], [31], [46].
Similarly, Personal Capabilities, which refer to one’s knowledge and competence, encourages
compliance behavior [32].

Personality Traits such as openness, agreeableness and extraversion can spillover certain values
and give a strong impact on compliance behavior according to a limited sample of healthcare employees
in a single hospital by T. Alanazi et al. [31].

Response Efficacy is an effective strategy that encourages employees to engage in compliant and
responsible behaviors based on a study by Liu et al. [46] on public sector employees in China.

Perception of Compliance Benefits and Perception of Noncompliance Costs contribute to
understanding the value gained by adherence and consequences resulting from noncompliance, and
therefore, incentivize the compliance behavior [32]. On the other hand, Perception of Compliance Costs
were reported to have a negative impact on the compliance behavior [32], [46].

Perceived Trust and confidence in implementing and enforcing software related policies
positively impact compliance behavior according to a study on Malaysian healthcare employees by
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Humaidi and Balakrishnan [27]. Similarly, Commitment of employees to organizational goals is crucial,
and it influences compliance behavior [46].

Religion is reported to contribute to the moral development of an individual and enhance his/her
compliance behavior based on a limited sample of healthcare workers at a single hospital in Saudi Arabia
[31].

General Information Security represents the understanding of information security policies and
their related issues and consequences. A good understanding of general information security positively
influences one’s compliance behavior according to the study of T. Alanazi et al. [31], which is based on a
limited sample of healthcare workers at a single hospital in Saudi Arabia.

Perceived Severity of Threat and Perceived Vulnerability, which are two main constructs of the
protection motivation theory [101], were reported by Liu et al. [46], to enhance compliance behavior.

Attitude Towards Compliance is confirmed to have a strong and a positive impact on compliance
behavior [32], [62], [77]. Although the attitude typically leads to an intention in order to predict the
compliance behavior according to the theory of planned behavior [95], it is worth reflecting and testing
the relationship from attitude to behavior in the recent update of the theory with a consideration of active
procurement and approval goals in place. Compliance Intention is also reported by one study to have a
positive impact on compliance behavior [92] as it is also confirmed by the planned behavior.

Cost-Benefit Analysis indicates an individual evaluation of costs and benefits gained or resulted
from compliance. Such evaluation of costs and benefits have a negative impact on the compliance
behavior according to a study by Ifinedo [88] in Canada.

Imitation and observation of a similar behavior is found to negatively influence the compliance
behavior as per a study conducted in Germany by Lembcke et al. [93].

Negative Affective Flow, which indicates an individual's immersion on negative emotions, has a
negative impact on compliance behavior [77]. The study of Ormond et al. [77] also concluded a
significant impact in the context of users who experience high frustration, and insignificant impact in the
context of those who experience less frustration.

4.3.3.2. Cultural
Our analysis reports that various types of norms including: descriptive, moral, and social norms
contribute to shaping the compliance behavior. Descriptive Norms and Moral Norms were confirmed to
positively impact compliance behavior [35]. Descriptive norms are the perception of whether other people
perform a certain behavior [102], while moral norms are an individual's sense of moral responsibility or
obligation to do or obstruct from a certain behavior [94]. Similarly, Social Norms, which represent
acceptable behavior by a group of people, can have a direct impact on compliance behavior [62].

Furthermore, Subjective Norms [31] and Normative Beliefs [32], which represent how other
people who are important evaluate a certain behavior, were reported to positively influence the
compliance behavior. Studies evaluate the impact of these two factors in contexts of healthcare and
financial industries consecutively.

Differential Association, on the other hand, has a negative impact on compliance behavior. It
refers to the extent at which interacting with peers makes an individual learn certain values and attitudes
which in turn impact his/her behavior [93].

4.3.3.3. Organizational
Punishment [31] and Sanctions [88], [93] can be very powerful deterrence mechanisms that positively
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contribute to enhancing compliance behavior.

Top Management Support and Beliefs influence the compliance positively according to a study in
Canadian context by Ifinedo [88]. Similarly, Supervisor-Subordinate Guanxi, which refers to creating
personal ties and exchange of favors between supervisor and subordinates, in that a strong supervisor-
subordinate can incentivize organizational commitment and enhance behavioral compliance according to
a study by Liu et al. [76], which has been conducted on government employees in China.

Establishment of General Information Security guidelines and Technology Awareness programs
can enhance to a great extent the compliance behavior [31], [32], [46]. In addition to that, the existence of
Information Security Climate can enhance employees’ compliance behavior, since it represents a
collection of shared values, beliefs, and assumptions on information security among the organizational
members. Moreover, according to Liu et al. [46], the information security climate is powerful and has a
stronger effect on compliance than information security training.

The recent updates on the theory of planned behavior are brought in the name of Reasoned Goal
Pursuit. Ajzen and Kruglanski [95] argue that the attitude can trigger the intention and is mediated by the
motivation; the strength of that impact depends on how strong active procurement and approval goals are.
None of the investigated studies has taken active procurement goals into account. Further studies should
consider evaluating the compliance intention and behavior with respect to active procurement goals which
represent the ultimate goal of performing such a behavior.

4.4. Policies and Addressed Compliance Challenges

To address research question RQ3 (What are the existing software compliance related policies and which
compliance challenges do they tend to address?), this study aggregates the policies that are prescribed by
the primary studies and compliance challenges they address. 19 policies were identified and are listed in
Table 3. Most of these policies deal with end users and behavioral aspects of humans, while less policies
focus on technology related challenges. Security education, training, and awareness (SETA) is at the top
of the policies that many studies confirmed to be useful to promote compliance. Automation of
compliance management for tackling challenges related to technology is the second to the top of the
recommended policy.

Table 3. Policy Prescriptions and Addressed Compliance Challenges

Policy Prescription | Category Addressed Compliance Challenges References
Compliance and noncompliance intention, compliance and
Security education, noncompliance behavior, organizational injustice, affective [27], [30]-{32], [39], [40],

[47], [56], [60], [62], [67],
[713-73], [75], [771-[79],
[86]-[88], [90], [92], [93]

training and Human [flow, engineers' sense of responsibility, non-malicious insiders,
awareness (SETA) interpreting compliance requirements, functional safety,
technostress
Misconfiguration of infrastructure, efforts needed, accessibility
Automation of checking, license compliance, potential security attacks,

. Technology - . - :
compliance / Human m_oc_iellng regu_latlons and_ standards into machine readablg,
management misinterpretation of requirements by stakeholders, evolution of
standards and regulations, neglection of best practices

[21], [22], [36], [44], [55],
[56], [61], [83], [89]

Promoting

organizational Negligence, compliance intention, noncompliance behavior, [25], [26], [39], [40], [47],

Human

climate and social compliance behavior [76], [87], [88]

bonds

Reward and !\legligence, insider_breach: neutralization, _noncompliance _

ounishment Human |intention and behavior, resistance towards information security |[33], [35], [38], [41], [47]. [87]
policy, divergence of preferences

Internal control and Adherence to security policy, information accountability, non-

Human

auditing malicious insiders, security breaches, lack of transparency of [30]. [37]. [58], [79]. [85]
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distributed teams

Deterring H Compliance intention, noncompliance behavior, compliance

; uman .

instruments behavior

Interpretation of regulatory documents, enforcement of specific
SDLC in MDD, requirement mismatches between physical
devices and standalone device software, compliance with
standards

Data interoperability, regulatory compliance, gap between legal
and technical experts, purpose limitation, accountability of the
data controller, user right to erasure, and time-limited retention,
gap between designers and auditors

Enforcing specific SDLC, diverse compliance sources,
Technology [familiarity of business and compliance experts software [66], [103]
engineering practices.

[39], [62], [88], [93]

Software

certification Technology

[12], [24], [66], [67]

Regulation-oriented

architecture Technology

[51], [53], [59], [64]

Model-driven
development

Standardizing user

accessibility Technology [Usability, lack of accessibility [22], [69], [70]
Investigating Human |Insiders' behavior, inadequate information systems, shadow IT |[80], [82]
workarounds
Analyzing . - . L
sl 77
noncompliance Y ! '
Incorporating
appropriate Human |Detrimental compliance, compliance intention [78], [91]
responses
;shtﬁ:bs“sr] codes of Human [Engineers' sense of responsibility [60]
Evaluate security Human |[Compliance intention, technostress [73]
related stress
Practice-based Insiders' threat, workarounds, ambiguity of policies, employee

b . Human S [28]
discourse analysis prioritization
App!ylpg most Technology Confllc'gln_g requirements, ambiguities, exceptions, [52]
restrictive laws contradictions
Outsourcing Technology [Poor practices of in-house development [42]
Run_tl_me security Technology Transparency, accountability, trust, and auditing of cloud [49]
auditing infrastructures

We classify these policies into technology-related and human-related ones based on the nature of
compliance challenges these policies tend to address (Fig. 9). The following subsections elaborate on
these policies based on the proposed classification.
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Fig. 9. Classification of Policies based type of Compliance challenges they Address

4.4.1. Policies Addressing Human-Related Compliance Challenges

Various studies confirm that humans are the weakest point in software compliance, since their behavior
and interactions with information security mechanisms is dynamic and unpredictable [80]. Therefore,
many policies proposed to tackle user-related compiiance challenges (Table 3), including automate
compliance management, SETA, reward and punishment, internal control and auditing, investigating
workarounds, promoting organizational climate and social bonds, development of deterrence instruments,
evaluation of security related stress, establishing codes of ethics, analyzing rationalities behind
compliance, and incorporating appropriate responses.

4.4.1.1. Automation of Compliance Management helps to a great extent to mitigate some of the manual
compliance checking issues. Implementing such a policy makes the process of compliance management
less error-prone and reduces the complexities associated with analyzing different sources of compliance
requirements [83]. Besides that, the compliance management system can be used as a reference and
guidance for compliance knowledge [48].

4.4.1.2. Security Education, Training and Awareness (SETA) is a powerful policy that an organization
needs to pursue on a regular basis. Noncompliant behavior happens due to users’ lack of knowledge [48],
technostress [73], organizational injustice [77], [92], misinterpretation of requirements [56], users’
negative emotions [77], or non-malicious insiders, who carry out noncompliance behavior unintentionally
[79]. Several studies conclude that SETA helps mitigate noncompliance intention [73], [75] and
noncompliance behavior [40], [88]. Through SETA, organizations can enhance compliance intention [30],
[39], [71], [72], [78], [86], [87], [90], [92], and behavior [27], [31], [32], [47], [62], [86], [87], [93], [93].
4.4.1.3. Promoting Organizational Climate and Social Bonds through socialization and meetings leads to
building a compliance culture in an organization and developing social norms [39], [87]. While the
development of social norms and values in an organization needs investment in meetings and
socialization [87]; the overall impact is mitigating noncompliance intentions and behaviors [40], [47],
[88]. It helps to a great extent promote compliance behavior [25], [46], [87]; and reduce negligence and
insider breach [26].

4.4.1.4. Reward and Punishment can be an effective tool to mitigate the impact of users’ negligence [47],
insider breach [33], and users’ excuses for violation through neutralization strategies [33], [38]. Users by
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default are not motivated to follow certain procedures and policies [33]. Setting up a reward and
punishment policy can minimize noncompliance intention [41] and behavior [47], [87]. Moreover,
punishment indirectly reduces resistance towards information security policy [35]. While punishment on
its own may not be enough to motivate compliance behavior, there found to be an interplay between
punishment and reward [33].

4.4.1.5. Internal Control and Auditing is an effective policy that helps monitor users in terms of security
practices and improve the overall adherence to information security policy [30] and information
accountability [58]. This policy assists in identifying unsafe computer practices, non-malicious insiders
[79], and security breaches [37]. It also addresses the issues of transparency in the activities of distributed
teams [85].

4.4.1.6. Deterring Instruments play a nontrivial role in preventing security issues and enhancing
compliance intention [39] and behavior [62], [93]. They can also help to a great extent mitigating non-
deviant behaviors to policies [88].

4.4.1.7. Investigating Workarounds performed by insiders helps identify possible vulnerabilities and
threats [80]. Workarounds are mostly triggered by inadequate information systems or complex security
measures [82], that impact users’ productivity especially when they are under pressure of meeting
deadlines. As a result, this drives them to go around for an easier way to do their work while
compromising policy measures. Investigating workarounds can reveal many compliance violations and
acts which do not follow prescribed procedures.

4.4.1.8. Analyzing Rationalities Behind Noncompliance help understand the motivation of a certain
behavior [29] and to develop effective policies. This policy can assist in revealing compliance issues that
result from organizational injustice and users’ negative emotions [77].

4.4.1.9. Incorporating Appropriate Responses to certain events needs to be considered since compliance,
in some cases, can be detrimental and noncompliance, in other cases, can be beneficial depending on the
context [91]. Therefore, it is crucial that organizations anticipate users’ workarounds and incorporate
appropriate responses [78], [91].

4.4.1.10. Establishing a Code of Ethics provides developers and engineers with guidelines and a valuable
reference that help them meet industry standards and best practices. Such a policy can empower engineers
and to enhance their sense of responsibility and accountability to deliver beyond just functionality [60].
4.4.1.11. Evaluating. Security-Related Stress, which are caused by complexity and ambiguity of
information security requirements, is crucial to reducing susceptibility to policy violation and threat [73].
While the concept of security-related stress is mainly inspired by technostress, we believe that evaluating
the overall impact of technostress is of highly importance since it affects insiders’ intention to comply.
4.4.1.12. Practice-Based Discourse Analysis helps address ambiguity of policies, employee prioritization
and workarounds. In other words, if policies are developed in line with employees’ work practices, there
will be less room for workarounds and as a result less threat of insiders [28]. Such a policy is useful when
policies are ambiguous or not compatible with employees' work practices. This ambiguity or
incompatibility leads them to prioritize between such policies and their work practices; and in turn
impacts their motivation towards compliance and encourages workarounds.

4.4.2. Policies Addressing Technology-Related Compliance Challenges

Our review also identified eight policies that are related to addressing technological compliance
challenges. These are: automation of compliance checking, software certification, regulation-driven
architecture, standardization of user accessibility, model-driven development, application of most
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restrictive laws, runtime security auditing, and outsourcing (Table 3).

4.4.2.1. Automating Compliance Management addresses both human and technology related compliance
challenges. From the technology side, it helps avoid errors and reduces time and efforts needed for
checking compliance. Manual misconfiguration of complex software may result in security vulnerabilities
[44]. Besides, the efforts needed to model compliance are significant, especially with a continuous
evolution of standards and regulations [21]. Moreover, checking compliance with certain accessibility
standards [22] or conducting a periodic assessment of risks [36] can be error-prone if done manually. In
addition to that, there are duplicate efforts needed to manage diverse sources of compliance requirements
[55]. This is likely to result in misinterpretation of compliance requirements by different stakeholders,
therefore, automation of compliance checking is crucial to address such issues [83]. This is also obvious
in the context that developers are less aware of compliance requirements [56]. Having a policy-as-code in
place helps mitigate misinterpretation of requirements adding more efficiency and effectiveness to
compliance management [89].

4.4.2.2. Software Certification with industry standards and best practices strongly minimizes risks and
vulnerabilities, and simplifies managing compliance over the software life cycle. This ensures a proper
implementation of security measures and conformance of integrated third-party components to security
certification [12]. Certification also helps define compliance requirements for physical and virtual
appliances [24], [67].

4.4.2.3. Regulation-Driven Architecture helps bridging the gap between legal and technical experts [53],
since they tend to use different vocabularies and assumptions for analyzing information systems [64].
This approach allows privacy related settings to be embedded during the design [59]; and addresses
interoperability issues of heterogeneous components [51].

4.4.2.4. Model-Driven Development simplifies dealing with and reflection of multiple sources of
compliance requirements [103]. Continuous delivery of features becomes the norm in software
development, the use of model-driven development paradigm helps bridge the gap between engineers and
business and compliance specialists. Such a policy helps validate and enforce policies regardless of the
software development life cycle approach followed [66]. This enhances efficiency in the long run and
makes further development less sensitive to business and technology changes. Recent variations of this
approach also include test-driven development and behavior-driven development.

4.4.2.5. Standardizing User Accessibility of a software maximizes users’ usability and benefits, and in
turn, impacting their performance and productivity [70]. On the other hand, poor design and lack of
accessibility makes it hard for users to accept the system, prevents users from benefiting from the service,
or at least impedes their productivity. For instance, following the web content accessibility guidelines
(WCAG 2.0) can be established as a good reference for defining and checking usability and accessibility
measures [22], [69].

4.4.2.6. Applying Most Restrictive Laws should be considered especially when there are conflicts,
ambiguities, exceptions, or contradictions in requirements. Multiple regulations often include compliance
requirements which govern the same or overlapping types of software systems. There is a possibility that
a certain compliance requirement found in one legal text is more restrictive than the one found in another
legal text [52]. Therefore, it is crucial that requirements engineers follow the more restrictive one to
ensure that the system complies with both.

4.4.2.7. Outsourcing of software solutions can be a good option for the majority of organizations, since
the complexity of software systems continues to increase [104], and the tendency of “assemble more, and
code less” is becoming the norm. Thalmann et al. [42] discusses that in-house development can fail to
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fulfill compliance compared to outsourced ones, following the line of argument that organizations
outsourcing their IT need to enhance their service compliance, resulting in improved compliance.
However, the more complex outsourcing is, the more difficult compliance management becomes for an
organization [42].

4.4.2.8. Runtime Security Auditing of a multi-tenant cloud environment is of paramount importance in
order to ensure transparent, accountable, and trusted service providers. This is because the use of cloud
services raises many compliance challenges [49].

5. Discussion

5.1 Summary of Results

Fig. 10 summarizes the key findings of the review with the first two columns showing the categorization
based on the RQs. The third and fourth column of Fig. 10 presents the highly mentioned concepts and the
evolving ones in the primary studies, respectively. With regard to industry requirements and user
contexts, the security requirement is the top mentioned requirement for healthcare and finance with six
mentions for each according to our analysis in Section 4.2. Similarly, the security requirement is also a
top discussion in the context of end users with 30 mentions and developers with four mentions (Section
4.2). The highly mentioned theories and concepts are planned behavior, deterrence and requirement
engineering, and evolving ones are workarounds, privacy by design and compliance by design as shown
in second row of the Fig. 10 (Section 4.3.). The factors are divided based on their scope of impact as
shown in the third row of Fig. 10. The highly mentioned factors are attitude towards compliance,
subjective norms, and punishment, while the evolving one is the security stress (Section 4.3). Lastly,
policies are categorized into three groups based on challenges they address (human, technological, and
both) as shown in the last row of Fig. 10 in that SETA, software certification and regulation-driven
architecture, and automation ranked as top most cited policies, with the concept of policy-as-code
evolving (Section 4.4).
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The third column of Fig. 10 indicates that these topics are well explored in the field of software
compliance. This level of attention gained for these topics represent their importance in the domain. This
could either be for a certain industry, theories, impacting factors, or matured policies. On the other hand,
the emerging concepts shown in the last column of Fig. 10 could indicate either growing types of
compliance challenge, mechanisms to enhance compliance, or a factor gaining more attention.

5.2. Implications of Findings

5.2.1. Implications related to compliance requirements

Regarding compliance requirements, the following findings (F) represent major focus among the
reviewed studies: First, security compliance (F1) is the top discussed topic in many industries (Fig.5 of
Section 4.2), and it is highly associated with end users (Fig.6 of Section 4.2). It is also highlighted by
many professional organizations and market research companies that end users are the most vulnerable to
noncompliance and security breaches [1]. In addition to that, with the growing concerns of security
attacks and breaches, research related to software security compliance of end users is expected to grow.
Although end users gain more focus than other stakeholders like managers, developers, domain and legal
experts which is typical since they are the ones dealing with information systems most frequently; and at
the same time account for over 50% of security breaches, the legal concerns of E-type software systems
around end users still needs further investigation. Second, legal and privacy requirements (F2) come
next after security in that healthcare sector seems to place security, legal and privacy aspects as top
priority, while security and licensing seem to be of a great deal in the software industry. The analysis
indicates that peculiarities of each industry pose different priorities to certain requirements over others.
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For example, apart from security being positioned as a high priority by most industries, licensing comes
in the second priority for the software industry; and auditing is the second priority requirement for the
financial industry. This entails each industry can prioritize its needed policies based on their requirements
priorities; and in turn, suggests more investigation for specific industries to be considered. Third, from
a software developer perspective, the security, safety, legal, licensing and architectural requirements (F3)
are widely discussed topics (Fig.6 of Section 4.2). As software systems are a reflection of various
requirements (functional and nonfunctional) and regulations (aka code is law), developers are in the
forefront and considered the law enforcers. There is an emphasis found on the gap between developers,
legal and compliance experts. Therefore, there is a need to bridge this gap between domain and
compliance experts on one side and software developers and engineers on the other side. Research
can also pay attention to other important stakeholders. These include software architects and engineers,
who are the foremost concerned with the underlying design and development of software systems.
Furthermore, compliance research around business processes, usability, and accessibility in the context
of software developers remains insufficiently explored. Table 5 summarizes the key points of potential
research recommendations.

5.2.2. Implications related to factors impacting compliance

With regard to factors impacting compliance, organizations should carefully look into individual and
cultural aspects when designing compliance policy, since they contribute more to shaping compliance
attitudes and behaviors within organizations (Fig.8 of Section 4.3). As our review found only a few
studies addressing compliance attitudes, further research can investigate more factors that might influence
compliance attitudes. With regard to identified factors, some of them were tested by more than one study,
which increases the validity of their impact. However, most of the identified factors were tested by only
one study, which makes it difficult to ensure validity of results and generalizability to all contexts and
cultures. Peculiarities of a context are crucial, to spot critical factors and develop proper policies
accordingly. Nevertheless, we identified factors, which are tested empirically in different contexts. In that,
decision makers should highly pay attention to the context, since its impact on compliance has been
confirmed and is likely generalizable to a greater extent. The critical factors that have a big impact on the
overall compliance based on their scope of impact (individual, cultural, and organizational) are as
follows: First, the majority of these factors focus on an individual's behavior and protection motivation.
These are self-efficacy, attitude towards compliance, response efficacy, as well as perception of
vulnerabilities and threads. Second, organizations should consider analyzing subjective, descriptive and
social norms, since they are confirmed by several studies to play a nontrivial role in shaping compliance
attitude and in turn behavior. Third, besides that, having a deterrence instrument in the form of
punishment and sanctions should also be in place, in order to raise an individual's perception on the
consequences of noncompliance. Concluding, no matter how well strategies and procedures are
formulated by an organization, the individual and cultural characteristics should not be ignored.
Otherwise, strategies will not be successful.

5.2.3. Implications related to theories

Previous research in the software compliance domain has focused on the individual characteristics as key
factors and rationale behind a certain compliance behavior. This review shows that the highly dominant
theories used by previous research are the theory of planned behavior [94], deterrence theory [105], and
protection motivation theory [101], respectively. Other theories used are rational choice theory [106],
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social bond theory [107], neutralization theory [98], organizational climate theory [108] and the theory of
workarounds [109]. The latter is one of the growing theories used in the domain of shadow information
systems and technical debts. It addresses the issue that the more complex the compliance measures are,
the more likely to result in workarounds. Research on factors that leads to development of workarounds in
information systems is growing.

As human users are the weakest link in the compliance chain, most of the reviewed studies pay
more attention to the drivers that influence/deter individual behavior towards compliance/noncompliance.
While most of the theories look into factors impacting compliance, what we see is missing based on
previous research is testing the ultimate objective behind compliance or noncompliance. In this regard,
the theory of reasoned goal pursuit [95] incorporates the concepts of procurement and active goals
indicating the ultimate gain obtained out of performing a certain behavior, which none of the reviewed
studies took into account. Considering such concepts in future research would add more value in
understanding how the ultimate goals impact one’s compliance behavior. Table 5 shows key
recommendations for future research.

5.2.4. Implications related to software compliance policies
Our review also found that policies related to software compliance can be categorized into human-related
policies and technology-related policies based on challenges they address (Table 3 of Section 4.4). Most
of the surveyed policies (P) focus more on the human side of compliance than to the technological side.
This could either indicate that compliance related to human behavior is largely addressed and compliance
related to technological challenges neglected, or addressing human related policies might be easier to
create than those related to technological ones. Based on the analysis of highly cited policies, we also
found three major policies that contribute to addressing most of the compliance challenges. Automation
of compliance management (P1, Sections 4.4.1.1 and 4.4.2.1) can address some of both human and
technological challenges, in that less human involvement makes managing and checking compliance
more effective and less error-prone. For example, misconfiguration of infrastructure or misinterpretation
of requirements by different stakeholders happens very often once performed manually. Therefore,
organizations should consider automating compliance management to avoid mistakes and
misinterpretation resulting from manual checking. Organizations should also conduct security education,
training and awareness (SETA) programs on a regular basis (P2), since they can help tackle many
compliance challenges of an insider (Section 4.4.1.2). Another critical policy that organizations should
pay attention to, is building organizational climate and social bonds (P3, Section 4.4.1.3). Having such a
policy in place strengthens employees’ attachment, commitment, involvement, and belief in
organizational principle. This in turn strengthens the sense of belonging; and as a result, helps promote
compliance culture and reduce negligence of insiders through influencing their compliance attitude. Other
impactful policies discussed include deterrence instruments, reward and punishment, and internal auditing
of workarounds. While there is no one size fits all when it comes to selection of appropriate policies that
meet compliance needs. In other words, deciding the right policy mix varies according to business needs
and alignment to corporate and industry requirements should be considered. A perfect policy recipe
depends on the peculiarities of an organization and compliance challenges they need to address. Thus,
practitioners should identify those peculiar needs and challenges when designing software related
policies.

Policies related to technology are also of high importance to enhancing the overall compliance of
software, as our analysis shows. Software certification practices and regulation driven architectures
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should strongly be considered along with contemporary best practices (P4). Majority of the primary
studies seem to not distinguish between open-source and proprietary software. Making a distinction
between open-source and proprietary software is important though, since each might raise unique and
different challenges, which have not been addressed by the reviewed articles. For example, license is
more complicated in open source in that developers can end up using different components that may
contradict in their underlying licensing agreement when it comes to use, derive or redistribute. On the
other hand, software piracy is more common in proprietary software which is a big concern for end users.
Similarly complication in other compliance requirements like security and legal could have different
results having a clear distinction made between open source and proprietary software. In addition to that,
it is critical to support such policies with tools to provide a mechanism of enforcement and visibility
to concerned stakeholders, as also outlined in [110]. Having policies modeled in code can help avoid
misinterpretation of these policies by stakeholders of different domains, while at the same time allow
more automation and enforcement of compliance. The concept of policy as code has recently emerged in
order to bridge this gap, but still in its infancy. Moreover, research related to software compliance
modeling and supporting tools, which consider engaging concerned stakehoiders throughout all stages of
the software life cycle is understudied. This could be due to the difficulty arising from the fact that
stakeholders of different domains use different vocabularies, methods and assumptions when analyzing
and discussing issues related to software systems [64]. Furthermore, with the adoption of multiple devices
and growing use of bring-your-own devices (BYOD) into workplaces, the consequences related to
compliance management are likely to rise and can be threatening. While research on policies related
BYOD still lacks sufficient investigation [16], studying compliance issues and challenges related to
BYOD is worth exploring. Contrary to that, in a situation like the COVID-19 pandemic, many
organizations respond to restrictions by allowing their employees to work from home and grant them
access to organizational information systems and resources. This growing number of home users and the
shift towards the home-office environment is expected to raise many compliance challenges including
accessibility, security, privacy, and legal concerns and need to be addressed. Therefore, future research
can focus on policies and challenges related to home users. The following Table 4 summarizes the key
recommendations for future research.

Table 4. Summary of Further Research Recommendations

1. Legal concerns of E-type software systems around end users needs further
investigation.

2. Research efforts should bridge the gap between domain & compliance experts and

Requirements
q software developers.

3. Further research should also study compliance of business processes, usability, and
accessibility in the context of software developers.

1. As the theory of workarounds emerged, more research should explore antecedents of
workarounds in compliance.

Theories
2. The extended planned behavior, reasoned goal pursuit, helps understanding an
individual’s goals that drive behaviors and, hence, deserves investigation.
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1. Distinction between open source and proprietary software on compliance policies
needs to be considered in future research.

2. The lack of research on mechanisms for enforcement and visibility to concerned
stakeholders should be resolved with further research.

Policies
3. Research on policies related to home-office users deserve more attention.
4. Since automation can address many compliance challenges, research efforts should
consider development of supporting tools for enhancing automation of compliance.
6. Conclusion

6.1. Summary

In this article, we surveyed software compliance requirements, policies, and factors that impact different
aspects of compliance by means of a systematic literature review. The systematic literature review
methodology helps collecting and analyzing evidence from the state-of-the-art literature in a systematic
and reproducible way. For our review, we enhanced the methodology developed by Kitchenham et al.
[111] by introducing additional steps prior to deriving the research questions. These steps include
surveying and analyzing existing reviews, in order to re-evaluate the review objective and derive the
research questions. Using this methodology, we identified 77 primary articles that are relevant to
addressing our review questions.

Our findings show that security concerns involving end users are the most often discussed
compliance requirements. This is an expected result, since end users are responsible for over 50% of
security breaches. Furthermore, concerns regarding privacy and accessibility are also growing. For
software developers, security, safety, and legal aspects are the most relevant compliance requirements
followed by licensing and architectural issues. While these results might seem obvious given that end
users and developers are in the forefront and more concerned with these issues, the surveyed articles
emphasize the gap between developers, legal, and compliance experts. The evolving concepts of privacy-
by-design and compliance-by-design are expected to bridge this gap and enhance compliance
management.

The factors that impact compliance are presented based on their scope of impact classified into
individual, cultural, and organizational factors. Most of the identified factors are related to individual
characteristics. One of the main issues in this regard is that users deliberately or inadvertently work
around compliance requirements. This has led to the emergence of a new theory in the domain, namely
the theory of workarounds.

The review also identified a list of policies and compliance challenges they address. Security
education, training, and awareness should be a priority for every organization, since it helps mitigate the
threat of insiders as the human factor is always the weakest link in the compliance chain. We also find
that automation of compliance management tasks can help overcome challenges associated with manual
compliance checking. This can be supported by the evolving concept of policy-as-code and help replace
human involvement with more automation of compliance management. However, the lack of mechanisms
and tools that provide enforcement and visibility to concerned stakeholders is yet a challenge. Promoting
social bonds is another effective policy that is found to be effective in building attachment, commitment,
involvement, and belief to corporate policies. This, in turn, reduces the negligence of insiders.



Journal Pre-proof

Surprisingly, there is no distinction made between open source and proprietary software when discussing
compliance policies. Having such a distinction is important, since the two classes of software have
different specifications for licensing, transparency, and legal requirements, which might generate some
unique result for each.

The systematic literature review further presents implications and potential research directions
with respect to these findings. Having insights on compliance requirements, policies, and factors and their
impact, can empower practitioners and help them develop effective compliance strategies. Behavioral
aspects dominate most of the compliance challenges, which indicate that no matter how sophisticated
technological aspects are, the compliance at human side is challenging.

6.2. Limitations and Future Research

Although the review process and selection of articles has been conducted rigorously, we may have missed
relevant studies that could have an impact on the findings and comprehensivity of this review.

In addition to that, the review focuses only on factors that directly influence various aspects of
compliance but does not consider factors that have an indirect influence. it also needs to be noted that the
results of some policies and factors were not tested in more than a single context (We indicated those
studies in Section 4.1); based on the primary studies, which were selected according to the
inclusion/exclusion criteria. In this regard, they might not be generalizable to all contexts. In such cases,
additional tests might be needed to obtain more support for generalizability. Nevertheless, context
peculiarities should also be considered.

Future research can further explore software compliance in the context of business processes,
usability, and accessibility. Research can pay attention to other important stakeholders, as there is less
focus on managers, engineers, domain and legal experts. Moreover, software architects and engineers,
who are the people foremostly concerned with the design and the development of software systems,
deserve more attention. Research efforts are also needed to help bridge the gap between domain and
compliance experts on the one side and software developers and engineers on the other side.

While the theory of workarounds in the software compliance domain has been tested in the
context of end users, there is a lack of research that tests the theory in the context of software engineers.

Besides that, the extended theory of planned behavior, reasoned goal pursuit, highlights the
importance of considering the active goals as motivators towards a certain behavior. Although this can be
crucial to compliance, none of the primary studies tested such a theory. Therefore, further studies can
incorporate active procurement and approval goals when investigating the compliance behavior, in order
to reveal more onthe main triggers behind.

From a policy perspective, prioritization of policies is a challenge but could be based on the
degree of impact. For instance, as an insider’s negligence accounts for 56% of software attacks, policies
like SETA and organizational climate can be crucial for mitigating such an impact. While the difficulties
of implementing these policies depend on compliance requirements and the context of applications,
policies like automation of compliance and software certification might also require significant efforts to
model the implementation. In this regard, a systematic review of case studies on policy implementation or
even new case study research could help in evaluating the difficulties associated with implementation of
policies and their pay off.
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Appendices:
Appendix A. Scholarly databases and corresponding search queries used for each database to retrieve
articles.
Scholarly Database Search Query
Google Scholar software compliance; compliance "information systems"; compliance "distributed systems"; compliance
(Titles Only) "software systems"; compliance "service-oriented systems"

( "software compliance" OR "compliance of software" OR ( compliance AND "information systems" )
Web of Science OR (.compliance AND "distributed systems™) OR (compliance AND "software systems" ) OR (
compliance AND "service-oriented systems"))

"software compliance” OR "compliance of software” OR (compliance AND "information systems™) OR
ScienceDirect (compliance AND "distributed systems") OR (compliance AND "software systems" ) OR ( compliance
AND "service-oriented systems")

("software *compliance" OR "*compliance of software" OR (*compliance AND "information system*")
Scopus OR (*compliance AND "distributed system*") OR (*compliance AND "software system*") OR
(*compliance AND "service-oriented system*"))
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("software compliance" OR "compliance of software” OR (compliance AND "information systems") OR
ACM Digital Library [ (compliance AND "distributed systems") OR (compliance AND "software systems" ) OR ( compliance
AND "service-oriented systems"))

"software compliance” OR "compliance of software" OR (compliance AND "information systems") OR
IEEE Xplore (compliance AND "distributed systems") OR (compliance AND "software systems" ) OR ( compliance
AND "service-oriented systems")

Appendix B. Selected primary studies by publisher and publication type.

Publisher Total Journal Conference Workshop

ACM Digital Library 3 - 3 -
Association of Information Systems 4 1 3 -
Atlantis Press 1 1 - -
Elsevier 18 18 - -
Emerald 8 8 - -
Hindawi 1 -

IEEE Xplore 11 5 4 2
MDPI 4 4 - -
ProQuest 1 - 1 -
SAGE 3 3 - -
Springer 8 7 1 -
Taylor & Frances 7 7 - -
Wiley Online Library 2 2 - -
World Scientific 1 1 - -
Other 5 2 2 1
Total 77 60 14 3

Appendix C. Distribution of primary studies based on countries, in which they were conducted in.



Journal Pre-proof

| $
I 2 N 4
gt 0
| \ 2 A
\“‘ﬁ q

\ H1N2 B3 B 4+Bs8

Appendix D. Distribution of the number of primary studies according to the year of publication.

2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021
Year

25

T 8

Number of Articles
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Appendix E. Distribution of average citations of the primary studies per year.
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Appendix F. Theories and their references.

Theory Reference Used By

- [27], [31], [32], [40], [41], [48], [60], [62],
Planned Behavior [94] [63]. [77]. [86]. [87]. [0]

[30], [31], [33], [35], [39], [45], [63], [63],

Deterrence [105] [75]. [88]. [93]
Protection Motivation [101] Eg;} [34], [40], [46], [62], [78], [86], [0],
Rational Choice Theory [106] [31], [32], [79], [88]
Social Bond [107] [26], [45], [47]. [87]
Neutralization [98] [38], [90]
Organizational Climate [108] [26], [88]
Workarounds [109] [82], [91]
Affective Events [112] [77]
Reasoned Actions [113] [92]
Cognitive Evaluation [114] [92]
Cognitive Moral Development [115] [31]
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Technostress [97] [73]
Moral Disengagement [116] [73]
Coping [117] [73]
Discourse Analysis [118] [28]
Ethical Decision Making [119] [38]
Ethical Work Climate [120] [63]
Expected Utility [121] [63]
Expectancy [122] [72]
Information Systems Security [5] [71]
Mangle Of Practices [123] [80]
Reactance [124] [78]
Regulatory Compliance [125] [69]
Self-Determination [126] [34]
Social Exchange (Guanxi) [127] [76]
Technology Threat Avoidance [128] [76]
Social Learning [129] [93]
Unified Model Of Information [10] [74]
Security Policy Compliance

Upper Echelon [130] [30]
Value Neutrality [131] [25]
Value-Based Compliance [132] [29]
Work System [133] [82]
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