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ABSTRACT 
This paper proposes an architecture for artificial-intelligence-
based container orchestration in cloud federation environments. 
The paper adapts the architecture proposed by Kurze et al. [1] and 
enhances it with two subcomponents in the federation layer to 
enable resource identification and container orchestration across 
cloud federation members. These two subcomponents are the AI 
Resource Identifier and the Container Orchestrator. The AI 
Resource Identifier is responsible for identifying the available 
resource in the federated environment whenever needed. It 
optimizes resource allocation of federation members by using 
Artificial Intelligence (AI) techniques for learning from the past. 
The Container Orchestrator sub-component is responsible for 
organizing jobs to be allocated along with all the necessary files 
and dependencies in a containerized way. This, in turn, enhances 
scalability and portability in a federated environment. 
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1. INTRODUCTION 
One of the key challenges in cloud environments is resource 
scalability. Resources of a cloud service provider (CSP) might be 
over-utilized, whereas resources of others might be underutilized. 
Cloud federation addresses such issues by aggregating the 
resources of various CSPs, and as a result, clients can obtain 
services with no or few interruptions [2].  

Orchestrating resources among different CSPs is a promising 
solution. There are many resource orchestration frameworks in 
the market, which are mostly implemented in a multi-cloud 
environment. These include Cloudify, Brooklyn, Startos, Alien4-
Cloud, Cloud Formation, Cloudiator, Roboconf, INDIGO, MiCADO, 
MODA Clouds, and SeaCloud [4]. MiCADO is the only one that 
addresses container orchestration. However, the framework is 
limited to multi-cloud environments [3]. 
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A container is an executable unit of software, in which a software 
application is packaged with all its dependencies [3]. 
Containerization is more efficient than full virtualization, since it 
requires fewer resources to run a software application or service. 
Containers enhance scalability and interoperability in cloud 
environments allowing clients to auto-scale resources with 
minimal efforts [5]. Container orchestration is already applied in 
multi-cloud environments but not yet in federated clouds. Multi-
clouds are different from cloud federations due to the agreements 
between the clouds and the owners, who control the cloud. Given 
this, container orchestration in cloud federation helps scaling 
resources efficiently; and enhances security and governance of 
orchestrated resources. Moreover, it allows the federation 
environment to create a higher portability and scalability of 
application deployments.  

This paper proposes an architecture that enables container 
orchestration in a federated environment using AI-based resource 
identification. Section 2 describes the overall architecture and the 
added components. Section 3 concludes and discusses future work.  
2. PROPOSED ARCHITECTURE 

2.1. Overall Architecture 
The architecture suggested by Kurze et al. [1] has three main 
components: a Provisioning Engine for resource provisioning, a 
Distribution Manager for sending a job for execution to the 
federation member; and a Resource Manager for managing all 
local CSP resources in the federated cloud environment. However, 
this component does not explain how the resources are selected 
among the federated clouds to allocate an incoming job. The 
architecture proposed in this paper enhances the work Kurze et al. 
[1] with two additional sub-components called AI Resource 
Identifier and Container Orchestrator. These sub-components 
mainly focus on enhancements of the Distribution Manager, which 
is responsible for distributing the job to other federated CSPs, and 
the Resource Manager, which is interacts with other federated 
CSPs [2]. 

2.2. New Sub-Components 
2.2.1. AI Resource Identifier 
AI can improve the quality of service through accurate predictions 
of resource provisioning and deliver cost effective resource 
allocations [4]. Hence, one of the proposed sub-components, the 
AI Resource Identifier, gathers information about available 
resources of federation members by communicating with the 
federation layer of each member.  

Based on the available resources of federation members, the sub-
component uses AI techniques for analysis of the log files from 
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previous task executions of federation members in order to 
prioritize them. Only information of CSPs that fulfills the 
condition in the higher level will be send to the Distribution 
Manager. 

The algorithm to identify resources from federation members and 
prioritize them based on the results is given as follows:  
1. Client sends requests for extra resources needed. 
2. The federation member sends a request for resources to the 

federated cloud through the Federation layer. The Resource 
Manager of the service requester communicates with the 
Resource Managers of the federation members. 

3. The AI Resource Identifier checks the available resources from 
the members of the federation. 

4. After receiving the available resources from federation 
members, the AI Resource Identifier evaluates the available 
resources from other members using AI techniques. 

5. The AI Resource Identifier continuously adapts to the current 
situation by learning from recorded previous task executions 
and the decisions made.  

6. Based on the result of steps 4 and 5, the federation member 
that fulfills the evaluation parameters is chosen. 

7. Information about selected federation member is send to the 
Distribution Manager in order to fulfill the request. 

2.2.2. Container Orchestrator 
The Container Orchestrator included in the proposed architecture 
facilitates the orchestration of containers across the federation. 
Once the container image has been prepared by the local container 
orchestrator of a federation member, the federation container 
orchestrator forwards the container image to the federation 
member, which was selected by the AI Resource Identifier. We 
need to distinguish two types of container orchestrators: one 
operates in the local environment of a federation member and the 
other one operates at the federation layer, which is our key focus 
in the proposed architecture. The following steps are performed by 
the Container Orchestrator at the federation layer: 

1. Receive a container image or related command from a local 
container orchestrator. 

2. Access the information of the selected federation member 
from the AI Resource Identifier. 

3. Establish communication with the container orchestrator at 
the federation layer of the selected federation member. 

4. Forward the container image or the command to the Container 
Orchestrator at the federation layer of the selected federation 
member. 

5. Container Orchestrator at the federation layer of the 
destination federation member communicates the forwarded 
container image or command to the local container 
orchestrator, which in turn performs the requested task. 

3. CONCLUSION 
Leveraging the advantages of containerization technology, the paper 
enhances the architecture proposed by Kurze et al. [1] with two new 
subcomponents to allow container orchestration across cloud 
federation members. This in turn helps maximizing resource 
utilization through increased resource flexibility and efficient service 
delivery. Moreover, the proposed architecture has the potential to 
enhance portability, scalability, and interoperability of applications 
in cloud federation environments. For future work, we will further 
investigate and validate appropriate AI techniques, and then 
evaluate the overall performance of the proposed architecture.  
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Figure 1. AI Based Container Orchestration in Distributed Cloud Federation. 
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